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Ano Letivo 2021-22
Unidade Curricular Security and Privacy
Ciclos de Estudos Mestrado em Direito e Seguranga

Mestrado em Direito
Direito Empresari

(*) Curso onde uma unidade curricular é opcional

@)

al e Tecnologia (*)

Unidade Organica

NOVA School of Law

Cédigo da Unidade Curricular 33251

Linguas de Aprendizagem

Inglés

Regente Francisco Pereira Coutinho
DOCENTE TOTAL HORAS DE CONTACTO (*)
Francisco Pereira Coutinho 15
* Para turmas lecionadas conjuntamente, apenas é contabilizada a carga horaria de uma delas.
ANO | PERIODO DE FUNCIONAMENTO* HORAS DE CONTACTO HORAS TOTAIS DE TRABALHO ECTS
10 S 14TP; 1S 140 5
* A-Anual;S-Semestral;Q-Quadrimestral; T-Trimestral
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Precedéncias recomendadas

N&o aplicavel
Objetivos de aprendizagem
(conhecimentos, aptiddes e O curso debruga-se sobre o permanente conflito entre a seguranca nacional/publica e a privacidade. A
competéncias) harmonizacao do direito coletivo a seguranga com os direitos individuais a privacidade e a protecdo de

dados é analisada a partir do estudo das decisbes judiciais europeias que incidiram sobre o regime
juridico relativo as transferéncias internacionais de dados e com legislagdo securitaria que requer a
conservacdo de dados acessiveis pelos servigos de informacédo e pelas autoridades de investigacao
criminal.

Contelidos programaticos
1. Os direitos fundamentais a seguranga, privacidade e protecdo de dados na Convencédo Europeia dos
Direitos Humanos e na Carta dos Direitos Fundamentais da Unido Europeia.

2. A seguranca nacional e o Regulamento Geral de Prote¢éo de Dados da Unido Europeia.

3. O regime juridico das transferéncias internacionais de dados no Regulamento Geral de Protecao de
Dados. Os casos «Schrems» no Tribunal de Justica (da Unido Europeia).

4. A saga da conservagao de dados: do processo «Digital Rights» (Tribunal de Justica) até ao processo «
Big Brother Watch and Others vs UK » (Tribunal Europeu dos Direitos Humanos).

Demonstracao da coeréncia dos conteldos programaticos com os objetivos de aprendizagem da unidade curricular

Programa foi concebido para abordar o conflito entre a seguranca nacional/publica e a privacidade a partir de casos judiciais em que se
procedeu & harmonizacgéo do direito coletivo a seguranga com os direitos individuais & privacidade e a protegéo de dados.

Método de Ensino

Lecionacao da matéria em aulas tedrico-praticas permanentemente abertas a participagao dos alunos, com base na andlise interativa de
textos doutrinais, legislacao e jurisprudéncia.

Demonstracao da coeréncia das metodologias de ensino com os objetivos de aprendizagem da unidade curricular
As metodologias de ensino estédo em coeréncia com os objetivos da unidade curricular dado que a analise de textos doutrinais, judiciais e

legais possibilita uma explicitacdo adequada dos contelidos programaticos. O regime de avaliagéo foi concebido para medir até que ponto
as competéncias foram desenvolvidas.
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Método de Avaliacao

1. Exame final escrito, e/ou

2. Comentério a decisao judicial debatida durante as aulas do curso.

Bibliografia

Bibliography

Anneli Albi and Samo Bardutzky (eds.), National Constitutions in European and Global Governance: Democracy, Rights, the Rule of Law,

Springer, 2019

Handbook on EU Data Protection Law, FRA and Council of Europe, 2018

lain Cameron, National Security and the European Convention on Human Rights, Kluwer, 2000
Marek Zubik, Jan Podkowik, Robert Rybski (coord.), European Constitutional Courts towards Data Retention Laws, Springer, 2020
Opinions throughout history: National security vs. civil & privacy rights, Grey House Publishing, 2018

Sybil Sharpe, National Security, Personal Privacy and the Law: Surveying Electronic Surveillance and Data Acquisition, Routledge, 2020

Case law

Court of Justice (of the European Union)

Schrems |, C-362/14, ECLI:EU:C:2015:650

Schrems II, C-311/18, ECLI:EU:C:2020:559

Tele2, C-203/15 e C-698/15, ECLI:EU:C:2016:970

Privacy International, C-623/17, ECLI:EU:C:2020:790

La Quadrature du Net, C-520/18, and Ordre des barreaux francophones et germanophone and Others, ECLI:EU:C:2020:791

Opinion 1/15, ECLI:EU:C:2017:592
Digital Rights, C¢293/12 and C¢594/12, ECLI:EU:C:2014:238

Ministerio Fiscal, C-207/16, ECLI:EU:C:2018:788

European Court of Human Rights

Big Brother Watch vs UK (applications nos. 58170/13, 62322/14 and 24960/15)
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Academic Year

2021-22

Curricular Unit

Security and Privacy

Study Cycle
Master's in Law and Security
Master's in Law (*)

)

(*) Study cycle where a curricular unit is optional

School NOVA School of Law

Language of instruction
English

Coordinating professor Francisco Pereira Coutinho

PROFESSOR CONTACT HOURS TOTAL (*)

Francisco Pereira Coutinho

15

* For joined classes, only the workload of one of them is counted. .

YEAR WORKING PERIOD* CONTACT HOURS

FULL WORKING HOURS

ECTS

1° S 14TP; 1S

140

* A-Annual;S-Biannual;Q/T-Quarterly
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Prior knowledge and skills

Not Applicable

The students intended learning
outcomes (knowledge, skills
and competences)

This course addresses the ongoing conflict between national/public security and privacy. The
harmonization of the collective right to security and the individual rights to privacy and data protection is
analysed through the study of European judicial decisions that dealt with the international data transfers
legal framework and with security-oriented legislation regarding the massive retention of data accessed by
intelligence services and law enforcement agencies.

Syllabus

1. The fundamental rights to security, privacy and data protection in the European Convention on Human
Rights and in the Charter of Fundamental Rights of the European Union.

2. National security and the EUs General Data Protection Regulation.

3. Data transfers legal framework under the General Data Protection Regulation. The «Schrems» cases at
the Court of Justice (of the European Union).

4. The data retention saga: from «Digital Rights» (Court of Justice) to « Big Brother Watch and Others vs
UK » (European Court of Human Rights).

Demonstration of the syllabus
coherence with the curricular
unit's learning objectives

Syllabus designed to address the conflict between national/public security and privacy through the
analysis of judicial decisions which dealt with the harmonization of the collective right to security and the
individual rights to privacy and data protection.

Assessment methods

i) final written exam; and/or a

i) casenote of a judicial decision discussed during the course.
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Evidence of the coherence between the teaching methodologies and the intended learning outcomes

The teaching methodologies are consistent with the objetives of the course because the analysis of selected doctrinal, legislative and judicial
texts will allow an adequate explanation of the syllabus content. The assessment scheme was designed to measure the extent to which
competences were developed.

Teaching methods

Theoritical-pratical teaching open to students participation based upon an interactive analysis of doctrinal texts, legislation and caselaw.

Bibliography
Bibliography

Anneli Albi and Samo Bardutzky (eds.), National Constitutions in European and Global Governance: Democracy, Rights, the Rule of Law,
Springer, 2019

Handbook on EU Data Protection Law, FRA and Council of Europe, 2018

lain Cameron, National Security and the European Convention on Human Rights, Kluwer, 2000

Marek Zubik, Jan Podkowik, Robert Rybski (coord.), European Constitutional Courts towards Data Retention Laws, Springer, 2020
Opinions throughout history: National security vs. civil & privacy rights, Grey House Publishing, 2018

Sybil Sharpe, National Security, Personal Privacy and the Law: Surveying Electronic Surveillance and Data Acquisition, Routledge, 2020
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